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Sophos NAC Advanced 3.2.6

SOPHOS

NAC
advanced

Vendor Sophos

Price  $14 per user; 1,000-user
minimum for three years

ophos NAC Advanced is
S a software NAC solution

typically deployed on
dedicated Windows 2003/2008
environments using Microsoft
SQL 2005/2008. The solution
uses a combination of software
agents deployed to endpoints
for enforcement and DHCP
integration to control unman-
aged assets.

Installing the software and
ensuring all the components
can communicate as necessary
does take a bit of work. How-
ever, once one understands the
prerequisites with regard to
what services are being used
and how the solution needs to
be configured, getting things
up and running from there is
fairly straightforward.

NAC Advanced primarily
uses a persistent agent that
must be deployed to all the
managed assets. Still, once
they are deployed, the agents
provide granular control over
pre- and post-admission man-
agement. This includes how
the machines are handled if
they are in or out of compli-
ance, and the types of checks

against which the solution can
interrogate (operating systems,
patches, application levels, anti-
virus, etc.).

Additionally, enforcement of
the NAC component integrates
well with other existing tech-
nologies, including Cisco NAC,
DHCP, 802.1x and VPN. The
solution has granular policy
enforcement and robust report-
ing mechanisms as well. The
tool treats unmanaged assets
through an agentless Java con-
sole, which queries the unman-
aged host for compliance status.
Overall, we were impressed
with the product’s number of
features.

Documentation for NAC
Advanced is solid. Information
is available in PDF, as well as
within the management con-
sole. Also, the Sophos website
has an abundance of helpful
information within its customer
section. Standard support
includes 24/7 phone, web and
email assistance and is included
in the price (three-year term for
the license). Additional support
packages are also available.

SC MAGAZINE RATING

Features 0 2.8.8.8 ¢
Performance 0 2.8.8.8 ¢
Ease of use 0 2.8.8.8 ¢
Documentation 2.2.2.8.8 ¢
Support 0.2.2.8.8 ¢

Value for money Sk ok

OVERALL RATING % % % % %

Strengths Overall, a great solution
with plenty of features.
Weaknesses The only shortcoming
may be the proposed three-year
license agreement.

Verdict A strong NAC solution that
contains many useful features.

Trustwave NAC 3.8

Vendor Trustwave

Price  $25,000 for 2,500 endpoints

rustwave NAC is a hard-
Tware solution comprised
of a management console

and sensors, which are deployed
throughout the network for dis-
tributed capabilities. However,
the solution does have a stand-
alone version containing both
components in one appliance.

The device itself is easy to
configure and deploy, and we
were up and running within our
test network in a short amount
of time. Once the solution is
configured correctly, the sensor
components assess all endpoints
through a dissolvable agent.
The redirection to the NAC
device — and any restrictions —
are generally done through the
network ARP (address resolu-
tion protocol) cache.

Acceptance criteria and what
happens to an endpoint if it
passes or fails is fairly granular.
The solution can interrogate
clients for the appropriate level
of anti-virus, operating system
patches, instant messaging appli-
cation, authentication through
Active Directory (AD), wired/
wireless connection and other
criteria. Hosts that do not pass
the analysis (or users who do
not have AD credentials) can be
delegated to quarantine VLAN,
where instructions can help
an IT staff, or the user, update
the appropriate components to

allow full access to the network.
After the initial analysis, any
post-access continuous moni-
toring must be done through a

Layer 2-tagged mirror port with-

in the network infrastructure.

As an added feature, the
Trustwave NAC components
can act as a honeypot for any
unused IP addresses on the net-
work. Malicious or curious users
can be redirected to a fake host
that Trustwave mimics to help
protect the network.

Overall, the documentation
and materials for the solution
are solid. Eight-hours-a-day/five-
days-a-week phone and email
support is available for 20 per-
cent of the cost of the product.
It is worth noting that Trustwave
offers several levels of appliances
depending on the number of
endpoints needing protection.

SC MAGAZINE RATING

Features %k kok
Performance %k kok
Ease of use 2.2.8.8.9 ¢
Documentation 2.2.8.8.8 ¢
Support 0.2.2.8.8 ¢

Value for money 2.2.8.8.8 ¢

OVERALL RATING * % k%%

Strengths Solid number of features
and good reporting system.
Weaknesses Management interface
could be a bit more intuitive.
Verdict A good full-cycle NAC
product that has quite a few useful
features.
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[dentity management

Once an organization starts to grow, identity management tools offer many options to avoid
problems with user accounts, says Peter Stephenson.

PICK OF THE LITTER

Fischer Identity is a good, well-
rounded product and gets our
Best Buy.

The Quest One Identity Solution
is solid all the way. For its value,
performance and feature set,
it receives our Recommended
designation.

MAGAZINE

BEST BUY

ne of the important

challenges for network

security administrators
is managing user identification,
authentication and authoriza-
tion. In a large enterprise, this
can be a major headache. Users
generally have roles. They
can be categorized based on
those roles, but they also move
from role to role, participate
in ad hoc working and project
groups, and leave the organiza-
tion. Keeping track of these
movements requires some form
of identity management (IdM).
That is what this month’s
group of products offer.

Identity management still is
seen by some organizations as
a luxury. The addition of an
identity management tool often
seems to go beyond current
budget constraints. However,
once the organization starts to
grow, there may be no other
way to avoid typical problems
with user accounts. The best
way to think about identity
management is as a means of
managing passwords for each
user in the enterprise.

An identity management
system works at the user level.
In its simplest form, it allows
the security administrator to
provision passwords and group
memberships and keep track
of user movements as roles
change. At a more sophisticated
level, identity management also
allows administrators to track
the authorizations for users,
including monitoring user
access to unauthorized areas on
the enterprise.

The ideal IdM system will
allow users to self provision
once some set of predetermined
criteria are met. It will manage
transient users, such as meeting
attendees and contractors. It
will allow the administrator to
remove users as necessary, and
to move them between roles,
including transient roles.

How we tested

This was a relatively straight-
forward exam this month. First,
we set up a test bed that mim-
icked the enterprise on a small
scale. Then we added, moved
and removed users, paying
close attention to ease of use,
smoothness of the password-
provisioning process, and dif-
ficulty of fooling the system into
allowing rights for which the
user was not authorized.

Once a user was provisioned,
we attempted to bypass restric-
tions and change user rights
without proper authorization,
simulating a rogue user. Finally,
we checked to ensure that a
legitimate user could not acci-
dentally violate our policies.
Ease of creating, modifying and
deleting policies was an impor-
tant test, and we paid special
attention to the user experience.
When users find a task too diffi-
cult, they usually will try to find
a way to bypass or defeat the
control that task manages.

We also were concerned with
the difficulty of managing the
system. Security administra-
tors are very busy, and adding
a set of tasks, such as password
management, simply adds to the

already overgrown workload.
With that in mind, we were
concerned with how much time
and effort the tool actually
saves the administrator. Some
form of self-provisioning is a
real plus for administrators.
This is especially true where
transient users are concerned.

Buying ID tools
The usual starting point applies
here, perhaps more than with
many other types of products:
Know your network and your
requirements. Often, there is a
significant reporting require-
ment. Regulatory rules may
require detailed tracking of
user rights and identity man-
agement security. If that is
the case, be sure that you can
generate reporting that satisfies
regulatory requirements.
Another important feature
is, as discussed above, manage-
ment of transient users. If that
is an important part of your
business, be sure to select a tool
that aids in managing those
identities. Finally, are you using
IdM in concert with other tools,
such as network access control?
If so, how are you going to need
to integrate the tools to get the
best mix of access controls?
Once you have thought these
issues through, consider com-
patibility with your enterprise
and its other access control
tools, and you likely will find
something in this month’s crop
that does the job for you.

Mike Stephenson contributed to
this Group Test.

ID management
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Specifications for identity management tools

Provides
account
Product sychronization
Avatier Identity
Management o
Suite v8
Centrify Suite 2011 O
Ensim Unify Enter-
prise Edition v3.0 o

Evidian Access
Management v8

Fischer Interna-
tional Identity v4.2

Hitachi ID Identity
Manager v6.2.2

NetlQ Novell
Identity Manager

Quest One Identity
Solution

Includes
end-user
self-service
portal

O

Provides
single
sign-on

O

Integrates
with Windows

Integrates
with Linux

@=yes O=no

Integrates
with Mac OS X

Provides

full account
lifecycle
management

O

r ~

OUL

Reprints

0.0 .8 OX¢

New offering from SC Magazine
The Product Reviews newsletter features a sampling of reviews appearing in this month's
issue. Our reviews are the most objective, thorough and best in the industry.

New product.
Good review.
Need reprints?

Contact: Malika Toure, license and reprints account executive, at 646-638-6101. Or email
Malika.Toure@haymarketmedia.com to find out how you can reach 75,000 readers.
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Avatier Identity

Management Suite
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Vendor Avatier Corp.

Price  starts at $55 per user

he Avatier Identity Man-
_|_ agement Suite is a solid,

full-scale, user lifecycle
management tool. This product
features several components
that all work together to provide
solid, out-of-the-box user man-
agement. Components provided
with the suite include Account
Creator, Account Terminator,
Identity Enforcer, Password
Station and Password Bouncer.
These combine to provide
comprehensive control over
user account provisioning, de-
provisioning and ongoing user
management.

We find this solution to be
quite easy to install and config-
ure. The tool can be installed on
a domain member server, and
the requirements are minimal,
which allows for easy deploy-
ment. The initial installation
is guided by an easy-to-follow
setup wizard and, at completion,
all further configuration and
management is done through an
intuitive management interface.
Likewise, all of the components
integrate well together to give an
overall easy-to-use experience

for administrators and end-users.

The area where this offering
shines is its ability to easily plug

into the environment. The suite
comes pre-loaded with the abil-
ity to natively plug into more
than 30 different authentication
platforms right out of the box
for solid account management
throughout the enterprise. This
solution also features solid auto-
mation capabilities for managing
the user lifecycle workflow, as
well as easy-to-use controls for
self-service functions.

Documentation includes
installation and administrator
guides. We find all documenta-
tion to be nicely organized and
easy to understand.

Avatier offers support through
an annual contract. Customers
can access 11/5 phone, as well
as 24/7 email support for tech-
nical assistance. The website has
a small support area, but only
offers a place to submit a help
request.

At a price starting at $55 per
user, this product is quite pricey.
With that said, it does offer a lot
in the way of functionality, as
well as a useful set of features.
We find it to be an average value
for the money.

SC MAGAZINE RATING

Features 0.8.2.8.¢ ¢
Ease of use 0.8.2.8.¢ ¢
Performance 0.8.2.8.8 ¢
Documentation 0.8.2.8.8 ¢
Support R.8.8 S%a%e

Value for money R.8.8 §%a%s

OVERALL RATING % % % % vx

Strengths Full suite with many
excellent features.

Weaknesses Lack of web-based
support and high cost.

Verdict Excellent feature set and
ease of use, but support needs
improvement. Priced above what we
would have expected.

Centrify Suite 2011

Vendor Centrify
Price  starts at $350 per server

he Centrify Suite provides
—|_ administrators a way to

integrate UNIX, Linux
and Mac OS X users into the

already existing Active Directory

structure for seamless user and
policy management across the
enterprise. With this product,
administrators can control who
logs on to which systems, as well
as enforce security policies and
consolidate user accounts for
added security and auditing of
user access.

Installation and deployment is
done in several parts, but most
are straightforward and easy to
do. The initial setup is done by
installing the Windows-based
management tools. These all
plug directly into the Active
Directory structure for easily
managing users and comput-
ers throughout the enterprise.
Once the tools are installed, the
administrator must create the
computer groups within Active
Directory for UNIX, Linux and
Mac machines. From there, the
client-side installation can be
done on the various machines via
a simple installation script.

Most management can be
done natively right in the Active
Directory Users and Comput-
ers management console on a
domain controller, so creating

group policy and managing
accounts is seamless and com-
fortable. This tool also features
solid auditing of user account
access, including monitoring for
and reporting on suspicious user
activity for added security.

Documentation includes sever-
al PDF manuals and guides. Each
of the components to the Centrify
Suite has its own quick-start, as
well as administrator guide. We
find all to be well organized and
easy to follow, complete with
clear step-by-step instructions
and screen shots.

Centrify offers many sub-
scription-based support levels
with various options, including
phone- and email-based techni-
cal assistance, as well as access
to a web portal. This includes a
knowledge base, download cen-
ter, case submission and track-
ing, product documentation and
other resources.

At a price starting at $350
per server, we find this solution
to be an excellent value for the
money. The Centrify Suite pro-
vides a way to easily, efficiently
and seamlessly manage account
access throughout the blended
enterprise.

SC MAGAZINE RATING

Features 0. 8. 8.0 8 ¢
Ease of use 0.8.2.8.6 ¢
Performance 2.8.8.8.0 ¢
Documentation 0.2.8.8.¢
Support 1 22,2 84

Value for money 2.2.8.8.8.9

OVERALL RATING * % % %%

Strengths Easy to use with a lot of
seamless integration ability.
Weaknesses None that we find.
Verdict A solid product that moves
several operating environments
into an existing Active Directory
structure.
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Ensim Unify Enterprise
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Vendor Ensim Corp.

Price  perpetual modular:
$5-$12/seat; monthly
recurring pricing available

nify from Ensim

provides a full-scale

user provisioning and
account management platform
that can plug into several user
platforms throughout the enter-
prise for easy centralized man-
agement. With Unify deployed,
administrators can easily manage
Active Directory users, Micro-
soft Exchange configurations,
provision and manage mobile
devices, and perform a whole
host of other account provision-
ing and management tasks.

Installation is launched from
an executable, which will then
open a setup wizard. This wiz-
ard walks admins through the
steps to get a basic configura-
tion in place, as well as setting
up the backend SQL database
if needed. Once the wizard is
complete, all further configura-
tion and management is done
through the intuitive web-based
management interface.

This product packs quite a
punch when it comes to flex-
ibility. We find there was a good
balance of full, hands-on admin-
istration and automated tasks.

Documentation includes
installation and quick-start
guides, and full integrated help.

We find all documentation to be
adequate.

Ensim offers full standard sup-
port for the life of the product as
part of an annual maintenance
contract. This includes both
phone and email technical assis-
tance, as well as access to an
online portal where customers
can access resources, such as
product documentation. How-
ever, this portal does not include
a knowledge base for users to
search for support issues.

At a price ranging from
$5-$12, we find this to be a good
value for the money. The Ensim
Unify platform can provide a lot
of functionality for automating
and managing user accounts
throughout the enterprise.

SC MAGAZINE RATING

Features 0. 2.8.2.8 ¢
Ease of use 2.8.2.8.0 ¢
Performance 2.8.2.8.0 ¢
Documentation 2.8, 8. 844
Support 02,88 8%¢

Value for money b .2.8.8 $%¢

OVERALL RATING * % % % %

Strengths A good blend of back-
end automation and user self
management.

Weaknesses Would like to see a
knowledge base as part of the sup-
port resources. These can prove to
be invaluable.

Verdict A flexible product that is
easy to use and deploy.

Evidian Access Management

j &
z T1L

Vendor Evidian

Price  starts at $72 per user;
price depends on the
features chosen and
number of users

ccess Management is a
piece of Evidian’s larger
Identity and Access

Management Suite. The Access
Management piece of the suite
provides three main functions:
The first function is the Authen-
tication Manager, which helps
control strong authentication
and password management. The
second piece is the Enterprise
SSO, which helps provide single
sign-on capabilities to Windows,
Linux and web-based applica-
tions. The final piece of ties into
single sign-on and it is the Web
Access Manager, which provides
clientless single sign-on to web
applications.

We find installation to be
reasonably simple, but it was
not without effort. Since this is
a multi-piece product there are
several installations that must
be done to get everything up
and running. The initial setup
involves installing the control-
ler software and administration
tools on the server and then
deploying the clients on the
various workstations. We did
find that installation was quite
straightforward with the help of
some good integration through-

out the product and helpful
installation wizards.

As for the functionality of
the product itself, we find it to
have some solid single sign-on
capabilities, but without the
additional tools in the suite,
including user provisioning and
policy management, this product
does lack some functionality for
whole user lifecycle manage-
ment. With that said, however,
what it does it does very well.

Documentation is comprised
of several PDF manuals. These
include various quick-start, instal-
lation and administrator guides.
We find all documentation to be
well organized and all the docu-
ments work together without
becoming confusing.

Evidian offers full support
as part of a contract. With this,
customers have access to techni-
cal assistance, as well as product
updates and upgrades.

At a price starting at $72
per user, this tool can be quite
expensive for its limited feature
set. We find it to be an average
value for the money because it
does have some nice functional-
ity, but it lacks in other areas.

SC MAGAZINE RATING

Features P 8. 8.8 %4
Ease of use 0.8.2.2.6 ¢
Performance 2.8.8.8.8 ¢
Documentation 0.8.8.8.¢
Support 1 2 2.2 8¢

Value for money 2 8.8 SAG%S

OVERALL RATING * % % %%

Strengths Comprehensive single
sign-on feature set with nice inte-
gration capabilities.

Weaknesses Limited in some areas
of user lifecycle management.
Verdict Solid features and ease of
use, but these come at a price.
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Fischer Identity

LLLEEIR of N A AER ey s

Vendor Fischer International Corp.

Price  starting at $22.80 per user
(10,000 users)

ischer Identity is an
all-in-one user account
provisioning and manage-

ment tool that can plug into

almost any authentication plat-
r

V' form throughout
. the enterprise.
With this product,
administrators

MAGAZINE
BEST BUY
can set up customized backend
workflows to fully automate
user on-boarding with a set of
easy-to-use tools. This product
is also available as part of an
on-premise deployment or a full
cloud deployment, which offers
flexibility based on the needs of
the environment.

Installation and deployment
is straightforward and does not
take long at all. The product
is installed on a server, and the
installation process will set up
not only the management con-
sole, but also the web-based user
portal. After the installation is
complete, administrators can use
the Workflow Design Studio to
quickly and easily create custom
user-provisioning workflows
with drag-and-drop operations.

From a user perspective, on-
boarding is seamless and they

can have access to everything
they need almost immediately

from the moment they walk in
the door. Once added in the
backend system and assigned to
a group, the user is automatically
provisioned according to the
workflows and they are able to
access resources immediately.

Documentation includes a full
PDF administrator guide. With
an organized layout, we find this
to be easy to navigate. The docu-
mentation also includes many
easy-to-follow, step-by-step
instructions and screen shots.

Fischer provides full, no-cost
support to customers with the
SaaS deployment as part of the
subscription fee. On-premise
customers can purchase fee-
based support as part of a con-
tract. Assistance offered includes
24/7 phone and email technical
support, as well as product
upgrades. Customers also can
purchase additional services on
an as-needed basis.

At a price starting at just under
$23 per user for the on-premise
deployment, this tool has an
average price. We find it to be
very comprehensive in both
features and functionality and,
therefore, find it to be an excel-
lent value for the money.

SC MAGAZINE RATING

Features 02,80 8 ¢
Ease of use $.2.8.2.8 ¢
Performance 2.8.2.8.0 ¢
Documentation 2.8.2.8.0 ¢
Support $.2.8.9.8 ¢

Value for money 0.2.8.8.8 ¢

OVERALL RATING % % % % %

Strengths Fully automated seam-
less user management and control.
Weaknesses None that we find.
Verdict A good, well-rounded
product. This one gets our Best Buy
designation.

Hitachi ID Identity Manager

Hitachi ID
Identity Manager
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Vendor Hitachi ID Systems

Price  starts at $33 per user

he Identity Manager from
—|_ Hitachi ID Systems is
part of the Hitachi ID

Management Suite. Using Iden-
tity Manager, administrators can
automate resource access poli-
cies, as well as provide account
synchronization, delegated
administration, allow manag-
ers and other officials to review
access, and provide self service
to end-users to update pass-
words and profiles. This suite
also includes a password-man-
agement function that allows for
full password synchronization,
single sign-on capabilities and
recovery of encryption keys.

Installation and deployment
is done by simply running a
few executables on what will
become the server piece of the
deployment. These executables
install the server components, as
well as all the connectors neces-
sary for installation and inte-
gration into the environment.
Once installation is complete, all
further configuration and man-
agement is done using the web-
based management consoles.
We find all the consoles to be
intuitive to use with clean and
organized looks.

We find this product to have
an organized end-to-end work-

flow for managing and synchro-
nizing user accounts throughout
the enterprise. The Hitachi
Identity Manager features a nice
blend of automation and manual
account management capability
that fits nicely into any environ-
ment without the need for an
infrastructure overhaul.

Documentation includes sev-
eral PDF installation and con-
figuration guides. While we find
all documentation to be easy
to follow and to provide clear,
step-by-step instructions with
many screenshots, we also find
the amount of documentation to
be slightly overwhelming.

Hitachi provides subscription-
based maintenance through
an annual agreement. Support
through the subscription includes
unlimited technical help.

With prices starting at $33
per user, this product is a
little expensive, but the Hitachi
Identity Manager offers a solid
amount of features and func-
tionality that are easy to use
and can easily be deployed in
any environment. We find this
product to be a good value for
the money.

SC MAGAZINE RATING

Features %k K kok
Ease of use ek K kok
Performance 0 8. 8.8 8 ¢
Documentation P 8. 8.8 %4
Support 0. 2.0.8.8 ¢

Value for money 2. 8.0.8. 8¢

OVERALL RATING % % % % %

Strengths Solid account lifecycle
management functionality.
Weaknesses Documentation could
be streamlined for easier reference.
Verdict A very good offering that
could use a bit of tweaking in its
documentation.
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NetlQ Novell Identity Manager

Nowell. Identity Manager

[ Heve

Vendor NetlQ Corp.

Price  $25 per user, list price;
standard program and
volume discounts available

he Novell Identity Man-
_|_ ager provides comprehen-

sive account management
across enterprise systems,
including physical, virtual and
cloud-based environments.
This product features powerful
automation for provisioning and
managing user accounts and
resource access through its solid
identity management framework,
which provides role-based pro-
visioning, data synchronization
and auto-credentialing services.

Based on the needs of the

environment, this solution can
be installed and deployed in
several ways providing full flexi-
bility. The server component can
quickly and easily be installed on
a Windows, Linux or VMware
ESX platform. Once the server is
in place, all management is done
through an intuitive manage-

ment interface.

This tool offers a multitude of
workflow and user management
tasks to provide solid automa-
tion of managing user identity
and access to resources. Users
also can access a full, web-based,
self-service portal to manage
their accounts and request access

to resources. Furthermore,
TIdentity Manager provides a full
audit trail and reporting on user
resource requests and possible
policy violations.

Documentation is comprised
of several guides available in
both HTML and PDF format.
We find this to be quite helpful,
though not very organized. Most
of the documentation must be
obtained from an area of the
website and it can be a little
confusing to find specific infor-
mation. We would like to see a
more streamlined way of obtain-
ing technical documentation.

NetIQ offers support based
on a contract. Customers
can obtain basic or premium
assistance based on the type of
contract in place. Basic includes
12/7 phone and email technical
support, as well as access to an
online portal with resources,
such as a knowledge base and
user forum. Premium includes
all access, as well as 24/7 phone
and email assistance.

At a price of $25 per user, this
product has a reasonable cost.
We rate it a good value for the
money based on its highly flexi-

ble and customizable capabilities.

SC MAGAZINE RATING

Features £ 2.8.8.8 ¢
Ease of use 0.2.2.8.8 ¢
Performance 2.2.2.8.8 ¢
Documentation b8, 8 8% a%e
Support 2.2.2.8.8 ¢

Value formoney  dkkkix

OVERALL RATING % % % % %

Strengths Flexible deployment and
granular controls.

Weaknesses Documentation could
be more organized.

Verdict Needs improvements to the
documentation, but other than that
a solid product with very good value.

Quest One ldentity Solution

Vendor Quest Software

Price  prices generally start at $20
per enabled user and vary
depending on the required
solution components

uest One Identity pro-

vides administrators

with a way to manage
and unify accounts through-
out the enterprise, including
r ~ Windows-based
' accounts, as well
wedd  2s integrating non-
e Windows-based

systems into the account man-
agement lifecycle. This product
can automate provisioning and
de-provisioning of accounts
seamlessly without the need for
major changes to the infrastruc-
ture itself.

Installation and configuration
is easy and straightforward. The
installation itself is guided by a
setup wizard, which helps get all
the services installed with a basic
configuration. After the wizard is
complete, all further administra-
tion is done through the man-
agement interface. We find this
interface to be easy to navigate
with an intuitive layout.

This solution features a lot
of powerful workflow func-
tions that are well presented in
an easy-to-use, drag-and-drop
interface.

Documentation is comprised
of several PDF guides. We find

all to be well organized with
many screen shots, charts and
diagrams.

Quest includes the first year
of basic support in the purchase
of the product. After the first
year, customers can buy addi-
tional assistance through an
agreement. Support provided
includes access to phone- and
email-based technical help, as
well as an online portal with
a knowledge base. Quest also
offers various levels of assis-
tance that can be set up to meet
the needs of the customer.

At a starting price of $20 per
user, we find this offering to
be a solid value for the money.
Quest One Identity provides
identity management for blend-
ed environments that need flex-
ibility and granular controls.

SC MAGAZINE RATING

Features %k Kk kk
Ease of use 2.2.8.8.9 ¢
Performance 2.2.8.8.8 ¢
Documentation 2.2.8.8.8 ¢
Support 2. 2.0.8.8 ¢

Value formoney ~ *kk k%

OVERALL RATING * % % % %

Strengths Highly flexible for envi-
ronments with blended operating
systems.

Weaknesses None that we find.
Verdict Solid all the way. For its
value, performance and feature set
Identity One is Recommended.
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Taking a deep dive
iInto network events

ver the years we have looked at

several network forensic appli-

ances and applications. All seem
to do the job, and now there is one more
that can be added to the list of appli-
cable tools. The idea of taking a deeper
look at network activity than might
be provided by a STEM or log correla-
tor is very attractive. Tools designed
particularly for network forensics have
some important capabilities not shared
by tools whose job is solely to alert on a
policy violation picked up by one of the
devices that feeds the tool.

First, we need to make an important
distinction. As simple as this distinc-
tion is, it seems to cause a bit of trouble
from time to time. So in the spirit of
ensuring that we are using a common
vocabulary, let’s distinguish between a
network forensic tool and an over-the-
network forensic tool. The difference is
very important.

A network forensic tool analyzes
traffic in motion over the network. An
over-the-network tool allows access to
a computer forensic application that is
looking at devices on the network. So,
as an example, suppose that we have
an agent sitting in a desktop computer.
The agent is communicating with a
computer forensic application on a
server somewhere. The analyst sitting at
the server can take a forensic snapshot
of each of the computers with such an
agent as if it was analyzing the target’s
hard disk locally.

A network forensic tool, on the other
hand, is concerned about traffic that
is passing on the network. Usually, the
tool does its own monitoring, rather
than depend on extracting log data

from network devices, such as an IDS
and firewall. The Solera OS 5 appliance
provides just such a window into the
network, and it does this without sitting
in-line and acting as a choke point for
network traffic.

Solera OS 5 is available as either a
hardware appliance or a virtual appli-
ance. Having started up in 2005, Solera
Networks is not a new entry in the
forensics market. The company started
off offering a packet capture applica-
tion and then evolved its network
forensics analysis capabilities. The cur-
rent release, which came out in June,
according to the vendor, offers an addi-
tional 200 features.

Solera does not think of its product
as a network forensics tool, however.
Its position is that OS 5 does “security
analytics.” I'm not sure that I fully
understand the implications given that
forensics has a specific meaning both
in common parlance and in legal and
law enforcement circles. A deeper look
at the product does reveal that some
of the functions — such as chain of
custody — may not be as strong in this
product as it perhaps should be. How-
ever, that is a weakness shared almost
universally in the genre.

The tool is a solid contender in most
areas, and has such expected capabili-
ties as session reconstruction, inputs
from third-party products, and the
ability to output captures as pcap
[packet capture] files. Drill-down, a
critical function in this type of device,
is intuitive and the reporting is very
good. Like most similar products, OS 5
has geolocation and it does this neatly
using Google Earth. Session recon-

AT A GLANCE

Product: 0S5

Company: Solera
www.soleranetworks.com

Price: Starts at $10,000

What it does: Network forensic tool.
What we liked: Clean user interface and
good functionality.

What we didn’t like: While thisis an
effective product, there are a few areas
where it needs a bit of maturity. But don't
let that stop you from checking it out.

struction allows replay, so once the
capture is complete, the captured ses-
sion can be played back extracting the
details of an attack, for example, from
the reconstruction.

One particularly neat feature is the
API. Using the product’s API one can
access any function on the device. That
allows integration of the OS 5 into the
infrastructure of the enterprise and its
other security tools. I liked the dash-
board with its “mini-reports.”

There is no network stack, so there is
no IP address for an attacker to detect,
making the forensic tool pretty much
impervious to outside interference.

Overall, we like this. However, it
does show evidence of its newness.
While we would not call it immature at
this point, we can see lots of opportuni-
ties for growth over time. Generally,
this is an excellent start and it is well
worth consideration.

— Peter Stephenson, technology editor
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Events

SEPTEMBER
»SANS Network
Security 2011

Sept. 17-26

This event brings together net-
work security training, certifica-
tion and the latest research on
important topics in the industry
today. Choose from a lineup of
more than 40 hands-on courses
with in-depth training in secu-
rity, forensics, management, or
coding and development.
Venue: Las Vegas

Contact: www.sans.org/

info/ 76763

(ISC)?2 Security Congress/
ASIS International 57th
Annual Seminar and
Exhibits

Sept. 19-21

The inaugural (ISC)? Security
Congress offers education to all
levels of information security
professionals, not just (ISC)?
members. (ISC)? and ASIS
International have teamed up to
bring you education and network-
ing opportunities. Keynotes are
expected from Jeb Bush, former
governor of Florida, and Vicente
Fox, former president of Mexico.
The event features more than
700 exhibitors and 200 confer-
ence sessions.

Venue: Orlando, Fla.
Contact:isc2.org

OCTOBER

»*Mobile & Smart Device
Security 2011

Oct. 4-5

This conference will showcase
companies that have adopted
innovative security technologies
and programs while maximizing
mobile devices.

Venue: Atlanta

Contact: www.misti.com

»»Online Trust Forum 2011
Oct. 17-19

This sixth edition will address
the challenges impacting

trust and confidence in online
services and communications.
The forum brings together

an international audience of
business, industry and govern-
ment leaders, executives and
practitioners. $100 savings for
SC Magazine readers. Enter
code SCMAG.

Venue: Washington, D.C.
Contact: otalliance.org

»»Executive Women's
Forum

Oct. 19-21

The ninth annual EWF provides
an opportunity to interact

with more than 200 global
executives. During the three-day
event, members collaborate on
roundtable exercises, incident
simulations, panel discussions
and working groups.

Venue: Scottsdale, Ariz.
Contact: ewf-usa.com

NOVEMBER

»»SANS Seattle 2011

Nov. 2-7

SANS is coming to the Pacific
Northwest in November for SANS
Seattle 2011 bringing its top se-
curity and security management
courses and top-gun instructors.
Register by Sept. 21 and save
$400.

Venue: Seattle

Contact: www.sans.org/
info/79789

»»CSI Annual Conference
Nov. 6-11

CS12011 will focus on real-world
solutions that fit into the busi-
ness plan and help security pros
deal with threats, regulatory is-

Start here for a calendar of events.
To have your event included, contact
scfeedbackUS@haymarketmedia.com

sues, budget and management.
Venue: Washington, D.C.
Contact: www.csiannual.com

SC Congress New York 2011 ad-
dresses all of this with its one-day
agenda chock-full of expert-led
talks tackling everything from
»»SANS San Francisco mobile and cloud vulnerabilities
2011 to retaliatory hack attacks and
Nov. 14-19 the slew of recent breaches. As
Attendees to SANS' West Coast well, a number of leading vendors
event can enhance skills by will be exhibiting their latest
taking advantage of five of the tools.

organization’s security training Venue: Metropolitan Pavilion,
programs loaded with practical New York

tools and cutting-edge informa- Contact: scmagazineus.com/
tion. sc-congress-new-york-2011/

Venue: San Francisco section/2286/
Contact: www.sans.org

FEBRUARY 2012
»SC Congress NY 2011 »RSA Conference 2012

Nov. 16

For the fourth year in a row,

SC Magazine has organized a
stellar line-up of experts armed
with information about the latest
cybercrime incidents, industry
developments and more. .Indeed,
anoverall jump in IT security
breaches underpins an acute
need for executive leaders to be-
come increasingly vigilant about
updating and maintaining their IT
security risk management plans.

Feb. 27-March 2

The gathering offers enterprise
and technical pros a one-stop
education. Learn about the latest
trends, get access to new best
practices and gain insight into
the practical perspectives on the
most critical issues. As well, dis-
cover and evaluate products and
services offered by the event’s
sponsors and exhibitors.

Venue: San Francisco

Contact: rsaconference.com
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The new breed of attackers

The timeisripe
for open dialogue
around teaching
trust, says RSA
Conference’s
Hugh Thompson.

uy Cheap Viagra now!
Ah, the good old
days of phishing.
There was once a time when
princes shared inheritances,
when wholesalers made
promises of discounted
herbal enhancements,
and when everybody was
an occasional winner of a
foreign lottery they never
remembered entering. Life
was pretty good.
Today phishing emails are
a bit different. Less sensa-
tional, unmemorable and,
in a word, boring. They ask
us to review a spreadsheet,
install a browser plugin
for a new document type
the company is rolling out,
or just ask us to email our
credentials off so that IT can
check to see if someone has

broken into our account (if
you hit reply on this one, the
answer is “yes”). These dull
phishing emails are starting
to look just like the dull but
legitimate work emails that
we receive every day. And
therein lies the problem.

Phishing emails are get-
ting personalized, adaptive
and virtually indistinguish-
able from legitimate email.
This is why the security
industry is now in serious
trouble — we’ve bet the farm
on the ability of our employ-
ees and users to make fine-
grained trust choices.

Let’s take a look at one
of the most infamous hacks
of 2011 — where the group
Anonymous broke into
the security firm HBGary.
According to accounts,
they were able to access
the company’s email server
using a technical attack, but
hit a wall (a firewall to be
specific) when they tried to
get remote root access to a
server that hosts rootkit.com,
a popular site devoted to the
subject of rootkits that was
founded by Greg Hoglund,
HBGary’s CEO. After a few
back and forths, the admin-
istrator dropped defenses
and created a remote access
doorway for attackers to
walk through. There’s good
reason that the rootkit
administrator fell for it. It
was sent from Hoglund’s
real email account. It used
the same phrasing Hoglund

50 SC - September 2011 « www.scmagazineus.com

typically uses. It also
included “convincers” — old
and current passwords
gleaned from the technical
attack to add an extra layer
of believability. The truth
is, the communication was
incredibly convincing and it
gets to the heart of our cur-
rent security dilemma: How
can we help people make
good trust decisions?

Trust, it turns out, is dif-
ficult to define. The old indi-
cators of a phish, like terrible
misspellings or demand for
your Social Security number,
are giving way to personal-
ized or contextually believ-
able emails. The availability
of information online about
employees and companies
makes it easier than ever to
identify at-risk employees,
create compelling and tai-
lored phishing attacks, and
then take residence on an

[We need to]
re-examine
the process
of how people
make trust
choices.”

internal network. Even if an
email isn’t signed or doesn’t
come from an address in
the corporate domain, the
addition of a phrase like,
“The VPN was down so I'm
sending this from my Gmail
account,” can make many
emails plausible.

As an industry, it is time
for us to come together and
get creative at solving one of
the most under-addressed
issues in information secu-
rity: good intentioned but
overly trusting insiders. It
won'’t just be a technical solu-
tion, but it’ll require us to re-
examine the process of how
people make trust choices.
It’s a theme that you'll see
gain more attention from ses-
sions at industry-wide events
and small dinners among
security professionals. In my
own discussions with friends
and colleagues, some enter-
prises have been thinking
about these problems for a
long time and deploying edu-
cational or technical safety
net solutions with varied
levels of success. We need to
be more open as an industry
in talking about what works
and what doesn’t — and then
drive innovation. The past
few months of attacks have
told us that we can’t defer
real, industry-wide progress
on this issue much longer.

Hugh Thompson is RSA
Conference program
committee chairman.

Plug and
play with
IBM'’s Netezzd.

IBM'’s Netezza data warehouse appliance makes analytics fast and easy.

- Easy to install: it’s up and running in 24 hours.
- Easy to pay for: it's as low as 1/6 to 1/2 the cost of Oracle Exadata.
- Easy to love: 4 out of 5 trial customers keep it for good.
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ESET antivirus solutions intercept and eliminate cyber
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