








102. Defendants knowingly and without permission accessed or caused to be accessed, 

and knowingly and without permission are accessing or causing to be accessed, Facebook's 

3 computers, computer systems, and/or computer network in violation of CALIFORNIA PENAL CODE 

4 § 502(c)(7). 

5 103. Facebook suffered and continues to suffer damage as a result of Defendants' 

violations of the California Penal Code § 502 identified above. 

104. Defendants' conduct has caused and continues to cause irreparable and 

incalculable harm and injuries to Facebook (including, but not limited to, Facebook's reputation 

and goodwill) and, unless enjoined, will cause further irreparable and incalculable injury, for 

10 which Facebook has no adequate remedy at law. 

11 105. Defendants willfully violated and are willfully violating California Penal Code 

12 § 502 in disregard and derogation of Facebook's rights and the rights of legitimate Facebook 

13 users, and their actions as alleged were and are carried out with oppression, fraud and malice. 

14 106. Pursuant to California Penal Code § 502(e), Facebook is entitled to injunctive 

15 relief, compensatory damages, punitive or exemplary damages, attorney's fees, costs and other 

16 equitable relief. 

17 COUNT V - BREACH OF CONTRACT 

18 107. Plaintiff Facebook realleges and incorporates by reference, as if fully set forth 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

herein, the allegations in all the preceding paragraphs. 

108. Use of the Facebook's site and services is governed by and subject to Facebook's 

Statement of Rights and Responsibilities. 

109. At all times relevant to this dispute, users of Facebook's site and services have 

been required to agree to Facebook's Statement of Rights and Responsibilities in order to access 

Facebook's site and services. 

110. Defendants affirmatively accepted and agreed to Facebook's Statement of Rights 

and Responsibilities. 

111. Facebook's Statement of Rights and Responsibilities is binding on Defendants. 
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1 112. Facebook has performed all conditions, covenants, and promises required of it in 

2 accordance with the Statement of Rights and Responsibilities. 

3 113. Facebook's cease and desist letters reaffirmed that Defendants were and are bound 

by the Statement of Rights and Responsibilities, and that Defendants' spamming and phishing 

activities breach the terms of the Statement of Rights and Responsibilties. 

114. Defendants, through their actions as described above, knowingly, willfully, 

repeatedly and systematically, have breached and continue to breach Facebook's Statement of 

Rights and Responsibilities by their conduct as alleged in this Complaint. Defendants' breaches 

include, but are not limited to, misusing Facebook usernames and passwords, sending spam 

10 messages, accessing the Facebook accounts and profiles of other Facebook users, impersonating 

11 other Facebook users, harvesting Facebook information including login information, and using 

12 automated scripts on Facebook's network. 

13 115. The Defendants' breaches of the Statement of Rights and Responsibilities directly 

14 and proximately caused and continue to cause Facebook irreparable and incalculable harm and 

15 injury. 

16 116. Facebook is entitled to injunctive relief, compensatory damages, and punitive 

17 damages in an amount to be determined at trial. 

18 

19 PRAYER FOR RELIEF 

20 WHEREFORE, Plaintiff Facebook prays for the following relief: 

21 A. For injunctive relief, as follows: A permanent injunction enjoining and restraining 

22 Defendants, and all persons or entities acting as agents of or in concert with them during the 

23 pendency of this action and thereafter perpetually, from: 

24 l. accessing or attempting to access Facebook's website, the Facebook 

25 Platform, Facebook computer systems, and/or any offices, properties or 

26 facilities owned, operated or occupied by Facebook or its employees; 

27 

28 
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2. initiating, sending, or procuring the initiation or sending of unsolicited 

commercial electronic mail messages to Facebook accounts or to Facebook 

users, including messages in the form of Facebook chat messages, 

Facebook internal messages, Facebook Wall posts, or any other form of 

messaging available on or through Facebook or the Facebook Platform; 

3. creating any website that solicits Facebook user information, including but 

not limited to login information; 

4. creating any website that mimics the look and feel of Facebook's website; 

5. engaging in any activity that disrupts, diminishes the quality of, interferes 

with the performance of, or impairs the functionality of Facebook's website 

or services; and 

6. engaging in any activity that violates Facebook's Statement of Rights and 

Responsibilities, or any policies, terms, or guidelines governing the use of 

the Facebook website, network, and the Facebook Platform. 

B. An order requiring Defendants to account for, hold in constructive trust, pay over 

to Facebook, and otherwise disgorge all profits derived by Defendants from their unlawful 

conduct and unjust enrichment, as permitted by law; 

C. An award to Facebook of damages, including but not limited to, compensatory, 

statutory, aggravated, and punitive damages, as permitted by law and in such amounts to be 

proven at trial; 

D. An award to Facebook of reasonable costs, including reasonable attorney's fees; 

E. For pre- and post-judgment interest as allowed by law; and 

F. For such other relief as the Court may deem just and proper. 

Attorneys for Pontiff 
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1 JURY DEMAND 

2 Pursuant to Federal Rule of Civil Procedure 38(b), plaintiff demands a trial by jury as to 

3 all issues so triable in this action. 

4 

DATED: December 11,2009 PERKINS COIE llp 

6 By:. 

7 

Attorneys for Plainti 

8 FACEBOOK, INC. 
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EXHIBIT A 
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Date of Last Revrsen: August 28, 2009 

Statement of Rights and Responsibilities 

Trus Statement cf Rights and Responsibilities (-Statement*) derives from the Facebook Pnncpies, and governs our 
relationship with users and others who Interaa with Facebook. By using or accessing Facebook, you agree to this 

Statement. 

1 Privacy 

Your privacy is very important to us. We designed our Privacy Policy to make Important disclosures about 
how you can use Facebook to share with others and how we collect and can use your content and 
information. We encourage you to read the Privacy Policy, and to use it to help make informed decisions. 

2. Sharing Your Content and Information 

You own an of the content and information you post on Facebook, and you can control how it is shared 
through your privacy and application settings. In addition: 

I. For content that is covered by intellectual property rights, like photos and videos ("IP content"), 
you specifically give us the following permission, subject to your privacy and application settings: 
you grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use 

any IP content that you post on or m connection with Facebook ("IP license"). This IP License 

ends when you delete your V content or your account unless your content has been shared wilh 

others, and they have not deleted «. 
2 When you delete IP content, it is deleted m a manner simitar to emptying the recycle bin on a 

computer. However, you understand that removed content may persist in backup copies for a 

reasonable period of tone (but will not be available to others). 
i. When you add an application and use Platform, your content and information is shared with the 

application. We require applications to respect your privacy settings, but your agreement with that 

application will control how me application can use the content and information you share. (To 

learn more about Platform, read our About Platform page.) 
4. When you publish content or information using the "everyone" setting, it means that everyone, 

including people off of Facebook, will have access to that information and we may not have 

control over what they do with it. 
5. we always appreciate your feedback or other suggestions about Facebook, but you understand 

that we may use them without any obligation to compensate you for them (just as you have no 

obligation to offer them). 

3 Safety 

We do our best to keep Facebook sale, but we cannot guarantee rt. We need your help to do that, which 

includes the following commitments: 

1. You wtO not send or otherwise post unauthorized commercial communications (such as spam) on 

Facebook. 

2. You will not collect users' content or information, or otherwise access Facebook, using automated 

means (such as harvesting bots, robots, spiders, or scrapers) without our permission. 

3. You win not engage in unlawful multi-level marketing, such as a pyramid scheme, on racebook. 

4. You wiB not upload viruses or other malicious code. 

5 You will not solicit login information or access an account belonging to someone efce 

6 You wiU not bully, intimidate, or harass any user. 

7 You will not post content that is hateful, threatening, pornographic, or that centals nudity or 

graphic or gratuitous violence. 

B. You will not develop or operate a third party application containing, or advertise or otherwise 
market alcohol-related or other mature content without appropriate age-based restrictions. 

9. You will not offer any contest, giveaway, or sweepstakes ("promotion") on Facebook without our 
prior written consent If we consent, you lake fuB responsibility for the promotion, and win follow 

our wi.ivK.oiv; Guidelines and all applicable laws. 

10. you wiU no: use Facebook to do anything unlawful, misleading, malicious, or discriminatory. 

11 You will not do anything tnat could disable, overburden, or impair the proper workng of 
Facebook, such as a denial cf service attack. 

12. You will not facilitate or encourage any violations of this Statement. 

4. Registration and Account Security 

f aceoook users provide their real names and inlomwoon, and we need your help to keep it that way. Here 
*re sonw commitments you make to us relating (o registering and maintaining the security of your 

icccnmi: 

I you win not provide any false personal information on Facebook. or create an account for anyone 

other than yourself without permission. 

2. You will not use your personal profile for your own commercial gam (such as selling your status 

update to an advertiser). 

i You will not use Facebook if you are under 13. 
A You will net use Facebook if you are a convicted sex offender. 

5 You will keep your contact information accurate and up-to-date. 
6. you will not share your password, let anyone else access your account, or do anything else mat 

might Jeopardize the security of your account. 
>. You will not transfer your account to anyone without first getting our written permission. 

8. If you select a username for your account we reserve the right to remove or reclaim it if we 
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believe appropriate (such as when a trademark owner complains about a usemame that does not 

closely relate to a user's actual name). 

5. Protecting Other People's Rights 

We respect other people's rights, and expect you to do the same. 

1. You wia not post content or take any action on Facebook that infringes or violates someone else's 

rights or otherwise violates the law. 
2. We can remove any content or information you post on Facebook If we believe that it violates this 

Statement 
3. We wiU provide you with tools to help you protect your Intellectual property rights. To leam more, 

visit our How to Report Claims of Intellectual Property Infringement page. 
<t. If we remove your content for Infringing someone else's copyright, and you believe we removed rt 

by mistake, we wffl provide you with an opportunity to appeal. 
S If you repeatedly infringe other people's intellectual property rights, we will disable your account 

when appropriate. 

6. You will not use our copyrights or trademarks (including Facebook, the Facebook and F Logos, FB, 
Face, Poke, Wall and 3266S), or any confusingly similar marks, without our written permission. 

7. If you collect information from users, you will: obtain their consent, make it clear you (and not 
Facebook) are the one collecting their information, and post a privacy policy explaining what 

information you collect and how you will use it 

8. You win not post anyone's identification documents or sensitive financial information on Facebook. 

6. Mobile 
1. We currently provde our mobile services for free, but please be aware that your carrier's normal 

rates and fees, such as text messaging fees, will soil apply. 
2 In the event you change or deactivate your mobile telephone number, you wiJ update your 

account information on Facebook within 48 hours to ensure that your messages are not sent id 

the person who acquires your old number. 

? Payments 

It you make a payment on Facebook or use Facebook Credits, you agree to our favtnems Terms. 

8. Special Provisions Applicable to Share Links 

I1 you include our Share Lmk button on your website, the following additional terms apply to you: 

1. We give you penrnssion to use Facebook's Share link button so that users can post links or 

content front your website on Facebook. 

2. You give us permission to use such links and content on Facebook. 
3. You wit not place a Share Link button on any page containing content that would violate this 

Statement if posed on Facebook. 

9. Special Provisions Applicable to Developers/Operators of Applications and Websites 

ir you are 9 developer oi operator of a Platform application or website, the tallowing additional terms 

apply to yo-j; 

1. You are responsible for your application and its content and all uses you make of Platform. This 

includes ensuring your application or use of Platform meets our Platform Policies and our 

Advertising Guidelines. 

2. Your access to and use of data you receive from Facebook. will be limited as follows: 
1. You win only request data you need to operate your application. 

2. You will have a privacy policy or otherwise make it dear to users what user data you are 

going to use and how you will use, display, or share that data.. 

). You will make it clear to users what user data you are going to use and how you will use, 

display, or share that data. 
■) You win not use. display, or share a user's data in a manner inconsistent with the user's 

privity settings. 

5 You will delete all data you received from us relating to any user who deauthorues, 
disconnects, or otherwise disassociates from your application unless otherwise permitted 

■n our Platform Policies. 

6 You wiM delete all data you received from Facebook if we disable your application or ask 

you to do so. 

7. We can require you to update any data you have received from us. 

B We can limit your access to data. 

9. You «iB not transfer the data you recewe from us (or enable that data to be transferred) 

without our prior consent 

}. You will not owe us information that you independently collect from a user or a user's content 

without that user's consent 

4. You win make it easy for users to remove or disconnect from your application. 

5. You will make ft easy for users to contact you. We can also share your email address with users. 

6. You will provide customer support for your application. 
7 You wil not show third party ads or web search boxes on Facebook user profiles or Pages. 

8. We give you all rights necessary to use the code, APIs (along with all data received), or tools we 
piovde to you, but only in connection with your application. 

9. You win not sell, transfer, or subbcense our code, APIs, or tools to anyone. 

!0 You win not misrepresent your relationship with Facebook to others. 

11. You may use the logos we make available to developers or issue a press release or other public 
statement so long as you follow our Platform Policies. 
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12. We can issue a press release describing our relationship with you. 

13. You will comply with all applicable laws. In particular you wiQ (if applicable): 

1. have a policy for removing infringing content and terminating repeat infrtngeis that 

complies with the Digital Millennium Copyright Act 

2. comply with the Video Privacy Protection Act fVPPA"), and wlB obtain explicit, optm 

consent from users prior to sharing with Facetook user data subject to the VPPA. You 

acknowledge Facebcck has no obligations under the VPPA. 
H. We do not guarantee that Platform will always be free. 

15. You give us all rights necessary to enable your application to work with Facebock, including the 
right to incorporate content you provide to us into streams, profiles, and user action stories. 

16. You give us the right to link to or frame your application and place content, including ads. around 

your application. 

17. We can analyze your application, content, and data for any purpose, including commercial (such 

as for targeting the delivery of advertisements and indexing content for search). 

18. To ensure yqur application is safe for users, we can audit it. 
19. We can create applications that offer similar features and services to, or otherwise compete with, 

your application. 

10 About Advertisements on Facebook 

Ovr goal is to deliver ads that are net only valuable to advertisers, but also valuable to you. In order to do 

that, you agree to the fallowing: 

1. You can use your privacy settings to limit how your name and profile picture may be associated 

with commercial or sponsored content served by us. You give us permission to use your name and 

profile picture in connection with that content, subject to the limits you place. 

2. We do not give your content or information to advertisers without your consent 

3. You understand that we may not always identify paid services and communications as such. 

! I Special Provisions Applicable to Advertiser* 

rou can target your specific audience by buying ads on Facebook or our publislter network. The following 

additional terms apply to you if you place an order through our online advertising portal ("Order"): 

1. Wner. you place an Order, you will tea us the type of advertising you want to buy, the amount you 

want to spend, and your bid. If we accept your Order, we will deliver your ads as inventory 

becomes available. 

2. You will pay for your Orders in accordance with our Payments Terms. The amount you owe will be 

calculated based on our tracking mecliamsms. 

3 Your ads will comply with our Advertising Guidelines. 

<. We will determine the size, placement, and positioning of your ads. 

V We do not guarantee the acivity that your ads will receive, such as the number of dicks you will 

get 

6. We cannot control how people interact with your ads, and are not responsible for dick fraud or 

oilier improper actions that affect the cost of running ads. 

7. You can cancel your Order at any tone through our online portal, but it may take us Seven days 

before the ad stops running. 

d Our license to run your ad will end when we have completed your Order. You understand, 

however, that if users have interacted witti your ads. your ads may remain until the users delete 

it. 

9 We can use your ads and related content and information for marketing or promotional purposes. 

10 You will not issue any press release or make public statements about your relationship with 

Facebook without written permission. 

11 We may reject or remove any ad for any reason. 

If you are placing ads on someone else's behalf, we need to make sure you have permission to 

place chose ads, including the following: 

12. You warrant that you have the legal authority to bind the advertiser to this Statement. 

13. You agree that rf the advertiser you represent violates this Statement, we may hold you 

responsible for that violation. 

: 2 Special Provisions Applicable to Pages 

1. Pages are special profiles that may onry be used to promote a business or other commercial, 

political, or charitable organization or endeavor (including non-profit organizations, political 

campaigns, bands, and celebrities}. 

1 You may only administer a Facebook Page if you are an authorized representative of the subject 

of the Page. 

J. Pages can only post content and information under the "everyone' setting. 

4. When you publish content 0' information to your Page we have no obligation to distribute your 

content or information to users. 

i If you use a Fan Box widget off of our site to promote your Page, others will be able to copy and 

place the widget elsewhere. 

6 You may not place a Fan Box widget m an advertisement. 

;. If you collect user information on your Page, Section 9 of this Statement also applies to you. 

d If you display advertising on your Page, Section 11 of this Statement also applies to you. 

S3 Amendments 

1 We can change this Statement if we provide you notice (by posting the change on the I dcebook 

Site GovemaiKe Page) and an opportunity to comment To get notice of any future changes to this 

Statement, visit our Facebook &te Governance Page and become a fan. 
2 For changes to sections 7. a, 9, and 11 (sections relating to payments, application developers, 

website operators, and advertisers), we will give you a minimum of three days notice. For ail other 
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